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DETAILED ACTION 

Continued Examination Under 3 7 CFR 1.114 

1 . A request for continued examination under 37 CFR 1.114, including the fee set forth in 
37 CFR 1.17(e), was filed in this application after final rejection. Since this application is 
eligible for continued examination under 37 CFR 1.1 14, and the fee set forth in 37 CFR LI 7(e) 
has been timely paid, the finality of the previous Office action has been withdrawn pursuant to 
37 CFR 1.114. Applicant's submission filed on 10/20/2007 has been entered. 

Response to Arguments 

2. In conmiunications filed on 10/20/2007, applicant has cancelled claims 1-3 1 and adds 
claims 32-47, the following claims 32-47 are presented for examination, 

2.1 Applicant's remarks, page 6, filed on 10/20/2007, with respect to the claims have been 
fiilly considered, but they are not persuasive. Applicant argues that the present claims are 
presented as being distinct fi-om the references in view of the differences urged in the parent 
case. The foUov^ng are stressed: running an application with a single encrypted record of only a 
serial number and an authorization level, an electronic device that is backdoor enabled, a single 
encrypted record of the individual serial number and the authorization level to control and 
claiming of the device. Examiner respectfiiUy disagrees as the new claims recite some of the 
limitations already found in the previous claims. The final rejection (see pages 2-4) already 
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addressed the items presented above by Applicant and is incorporated by reference. Upon 
further consideration, the rejection of claims 32-47 is set forth below. 

Claim Rejections - 35 USC § 101 

3. 35 U.S.C. 101 reads as follows: 

Whoever invents or discovers any new and useful process, machine, manufacture, or 
composition of matter, or any new and useful improvement thereof, may obtain a patent 
therefor, subject to the conditions and requirements of this title. 

Claims 32-35 are rejected under 35 U.S.C. 101 because the claimed invention is directed 
to non-statutory subject matter. Claim 32 claims an enabling system for a backdoor enabled 
electronic device comprising: a single encrypted record. . .; a decryption structure. . a serial 
number comparator. . . ; and an authorization level comparator. . . It appears that the elements of 
the claimed system are software related and they are not implemented in hardware. Therefore, 
the claims are directed to a system of software per se and are non-statutory subject matter. As 
shown in Applicant's specification, on pages 6-7, the encrypted record is defined as a data 
structure (page 6) and the decryption structure and comparators appear to be elements of the 
testing or backdoor application which are software. The signal cited in these claims is not 
embodied in a computer hardware. 

Claim Rejections - 35 USC § 112 

4. The following is a quotation of the first paragraph of 35 U.S.C. 1 12: 

The specification shall contain a written description of the invention, and of the manner 
and process of making and using it, in such full, clear, concise, and exact terms as to enable any 
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person skilled in the art to which it pertains, or with which it is most nearly connected, to make 
and use the same and shall set forth the best mode contemplated by the inventor of carrying out 
his invention. 

4.1 Claims 32-47 are rejected under 35 U.S.C. 1 12, first paragraph, as failing to comply with 
the written description requirement. The claims contains subject matter, which was not 
described in the specification in such a way as to reasonably convey to one skilled in the relevant 
art that the inventor(s), at the time the application was filed, had possession of the claimed 
invention. Applicant's disclosure fails to recite testing decrypted serial number and testing 
representations of a decrypted access as claimed in claims 32, 36, and 44. 
Claims 32, 36, and 44 recite testing the decrypted access level with the assigned authorization 
level of the device. Applicant's disclosure fails to recite such limitations since the decrypted 
access level and the assigned authorization level of the device are the same, in other words the 
assigned one is the one that has been encrypted (see applicant's specification page 6). Claims 
35, 39, and 46 fiirther recite allows access to said controlled attributes when said decrypted 
access level for said electronic device is of an equal or higher authorization level than said 
assigned authorization level. Applicant's disclosure fails to support such limitation (see page 7). 

Claim Rejections - 35 USC § 102 
5. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 
basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 
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(b) the invention was patented or described in a printed publication in this or a foreign 
country or in public use or on sale in this country, more than one year prior to the date of 
application for patent in the United States. 

Claims 32, 33, 35-37, 39, 40, 44, and 46-47 are rejected under 35 U.S.C. 102(b) as being 
unpatentable over US Patent 5,933,497 to Beetcher et al. 

As per claim 32, Beetcher et al. discloses an enabling system for a backdoor enabled 
electronic device having a stored serial number and an assigned authorization level for access to 
controlled attributes, comprising: an encrypted entitlement key containing a serial number and 
entitlement bits (see column 4, lines 4-8) that meets the recitation of a single encrypted record of 
a serial number for said electronic device and a designated authorization level for the access of 
said electronic device to controlled attributes; Beetcher et al. discloses that each customer 
receives a unique entitlement key enabling the customer to run only those software modules to 
which he is entitled (see column 4, Unes 40-45); Beetcher also discloses other entitlements such 
as charge group, key type, serial number of the machine, and product entitlement field assigned 
to the device (see column 6, lines 20-40). In another embodiment, Beetcher et al discloses in 
column 7, lines 1-16, other authorization levels that are hardware specific assigned to said 
electronic device. There is suggestion in column 2, lines 49-53 that other entitlement may also 
be machine specific entitlement or authorization level assigned to a machine to make sure that a 
software is authorized to run on a specific machine that meets the recitation of a designated 
authorization level for the access of said electronic device to controlled attributes, Beetcher et 
al. discloses a decryption structure for decrypting said single encrypted record to provide 
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representations of a decrypted serial number for said electronic device and representations of a 
decrypted access level for said electronic device (see column 4, lines 9-12); Beetcher et al. 
discloses verifying a decrypted unique machine identifier (serial number) against the stored one 
for controlling use of the device (see column 13, lines 1-8) that meets the recitation of a serial 
number comparator for testing said decrypted serial number for said electronic device with said 
stored serial number to control enablement of said electronic devices and further discloses 
verifying the decrypted entitlement bit for said electronic device to control access to 
unauthorized use, for example (see column 9, line 40 through column 10, line 20) that meets the 
recitation of an authorization level comparator for testing said representations of a decrypted 
access level for an enabled electronic device with said assigned authorization level for said 
electronic device to control access to said controlled attributes. 

As per claim 36, Beetcher et al. discloses secured electronic system comprising: a 
backdoor enabled electronic device having a stored serial number and an 
assigned authorization level for access to controlled attributes (see column 4, lines 4-8 and 
column 6, lines 20-40); an encrypted entitlement key containing a serial number and entitlement 
bits (see column 4, lines 4-8) that meets the recitation of a single encrypted record of a serial 
number for said electronic device and a designated authorization level for the access of said 
electronic device to controlled attributes'^ Beetcher et aL discloses that each customer receives a 
unique entitlement key enabling the customer to run only those sofhvare modules to which he is 
entitled (column 4, lines 40-45); Beetcher also discloses other entitlements such as charge 
group, key type, serial number of the machine, and product entitlement field assigned to the 
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device (see column 6, lines 20-40). In another embodiment, Beetcher et al discloses in column 
7, lines 1-16, other authorization levels that are hardware specific assigned to said electronic 
device. There is suggestion in column 2, lines 49-53 that other entitlement may also be machine 
specific entitlement or authorization level assigned to a machine to make sure that a software is 
authorized to run on a specific machine that meets the recitation of a designated authorization 
level for the access of said electronic device to controlled attributes. Beetcher et al. discloses a 
decryption structure for decrypting said single encrypted record to provide representations of a 
decrypted serial number for said electronic device and representations of a decrypted access 
level for said electronic device (see column 4, lines 9-12); Beetcher et al. discloses verifying a 
decrypted unique machine identifier (serial number) against the stored one for controlling use of 
the device (see column 13, lines 1-8) that meets the recitation of a serial number comparator for 
testing said decrypted serial number for said electronic device with said stored serial number to 
control enablement of said electronic device; and further discloses verifying the decrypted 
entitlement bit for said electronic device to control access to unauthorized use, for example (see 
column 9, line 40 through column 10, line 20) that meets the recitation of an authorization level 
comparator for testing said representations of a decrypted access level for an enabled electronic 
device with said assigned authorization level for said electronic device to control access to said 
controlled attributes. 

As per claim 44, Beetcher et al. discloses a process for enabling backdoor enabled 
electronic device having a stored serial number and an assigned authorization level for access to 
controlled attributes, comprising the steps of storing on the electronic device, an encrypted 
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entitlement key containing a serial number and entitlement bits (see column 4, lines 4-8) that 
meets the recitation of storing on the electronic device a single encrypted record of a serial 
number for said electronic device and a designated authorization level for the access of said 
electronic device to controlled attributes; Beetcher et al. discloses that each customer receives a 
unique entitlement key enabling the customer to run only those software modules to which he is 
entitled (column 4, lines 40-45); Beetcher also discloses other entitlements such as charge 
group, key type, serial number of the machine, and product entitlement field assigned to the 
device (see column 6, lines 20-40). In another embodiment, Beetcher et al discloses in colunm 
7, lines 1-16, other authorization levels that are hardware specific assigned to said electronic 
device. There is suggestion in column 2, lines 49-53 that other entitlement may also be machine 
specific entitlement or authorization level assigned to a machine to make sure that a software is 
authorized to run on a specific machine that meets the recitation of a designated authorization 
level for the access of said electronic device to controlled attributes. Beetcher et al. discloses 
decrypting said single encrypted record to provide representations of a decrypted serial number 
for said electronic device and representations of a decrypted access level for said electronic 
device (see column 4, lines 9-12); Beetcher et al. discloses verifying a decrypted unique 
machine identifier (serial number) against the stored one for controlling use of the device (see 
column 13, lines 1-8) that meets the recitation of comparing said decrypted serial number for 
said electronic device with said stored serial number to control enablement of said electronic 
device; and fiirther discloses verifying the decrypted entitlement bit for said electronic device to 
control access to unauthorized use, for example (see column 9, line 40 through column 10, line 
20) that meets the recitation of testing said representations of a decrypted access level for an 
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enabled electronic device with said assigned authorization level for access to control accesses 
for said electronic device to access to said controlled attributes. 

As per claims 33 and 37, Beetcher et al. discloses wherein said single encrypted record 
is stored on said electronic device (see column 4, lines 4-8). 

As per claims 35, 39, and 46, Beetcher et aL discloses wherein said authorization level 
comparator allows access to said controlled attributes when said decrypted access level for said 
electronic device is of an equal or higher authorization level than said assigned authorization 
level, for example (see column 10, lines 56-60). 

As per claims 40 and 47, Beetcher et al. discloses wherein said electronic device 
receives said stored serial number at the time of manufacture (see column 7, lines 15-16). 

Claim Rejections - 35 USC § 103 
6. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or 
described as set forth in section 102 of this title, if the differences between the subject matter 
sought to be patented and the prior art are such that the subject matter as a whole would have . 
been obvious at the time the invention was made to a person having ordinary skill in the art to 
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which said subject matter pertains. Patentability shall not be negatived by the manner in which 
the invention was made. 

Claims 41-43 are rejected under 35 U.S.C. 103(a) as being unpatentable over US Patent 
5,933,497 to Beetcher et al. 

As per claims 41-43, Beetcher et al. does not explicitly disclose a computer system 
comprising a wireless device such as PDA that includes Intemet capability. However, Beetcher 
et al. suggests that the invention is not limited to a particular computer system (see colunm 5, 
lines 33-35. Examiner takes official notice that such computer system is well known in the art 
and it would have been obvious to one of ordinary skill in the art at the time the invention was 
made to implement the invention disclosed by Beetcher et al into a portable device such as a 
PDA because it could be used anywhere and would allow a user to access the Intemet and other 
applications from anywhere and not restricted to one physical location. 

7. Claims 34, 38, and 45 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
US Patent 5,933,497 to Beetcher et al. in view of US Patent 6,526,512 to Siefert et al.. 

As per claims 34, 38, and 45, Beetcher et al. discloses locking in memory the version 
number the product number, serial number etc. and also discloses codes stored in read-only 
memory (ROM) to make it not capable of alteration by customers, for example (see column 7, 
lines 15-30 and column 9, lines 49-67). Beetcher et al is silent about storing as a locked flash 
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record. It is well known in the art of computer security that computers have flash memory and 
using a flash memory will not depart from the spirit and scope of the invention of Beetcher et 
aL. Siefert et al. also discloses using read-only memory (ROM) for the encrypted data and 
serial number. Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to store said encrypted record and serial number in locked flash 
record in said electronic device as suggested by Beetcher et al. One skilled in the art would have 
been lead to make such a modification to prevent alteration of these data by customers. 

Conclusion 

8. The prior art made of record and not relied upon is considered pertinent to applicant's 
disclosure as the prior art discloses device access based on authorization level and authentication. 
See PTO-form 892. 

8. 1 Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Carl Colin whose telephone number is 571-272-3862. The 
examiner can normally be reached on Monday through Thursday, 8:00-6:30 PM. 

If attempts to reach the examiner by telephone are unsuccessfiil, the examiner's . 
supervisor, Nasser G. Moazzami can be reached on 571-272-4195. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
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applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 
like assistance from a USPTO Customer Service Representative or access to the automated 
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/Carl Colin/ 
Carl Colin 

Patent Examiner, A.U. 2136 
December 27, 2007 



